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Abstract: Federated Learning (FL) is rapidly emerging as a transformative paradigm
for machine learning in the healthcare sector, enabling multiple institutions to collabora-
tively train a shared model without centralizing their sensitive patient data. This approach
addresses the critical challenges of data privacy, security, and governance that have histor-
ically hindered large-scale medical research. However, the standard FL framework is not
immune to sophisticated privacy attacks that can infer sensitive information from model
updates. This chapter provides a comprehensive exploration of FL with a strong em-
phasis on integrating robust privacy-preserving mechanisms for healthcare data analytics.
We begin by introducing the fundamental principles of federated learning and discussing
the unique challenges posed by decentralized healthcare data, including statistical hetero-
geneity (non-I1ID data), system heterogeneity, and communication bottlenecks. We then
conduct a thorough literature review of existing privacy-preserving techniques, such as
differential privacy (DP), secure aggregation, and homomorphic encryption, identifying
their strengths, limitations, and the gaps in their application to healthcare. Subsequently,
we propose a detailed methodology for a privacy-preserving federated learning (PPFL)
pipeline, complete with a client-server architecture, secure communication protocols, and
an implementation of differentially private stochastic gradient descent (DP-SGD). The
chapter presents an extensive Results and Discussion section, simulating the proposed
methodology on the MIMIC-III dataset to analyze the trade-offs between model per-
formance, privacy guarantees, and system costs. Our findings demonstrate that while
privacy mechanisms introduce a slight overhead and a marginal reduction in model accu-
racy, they provide quantifiable privacy guarantees essential for clinical applications. The
chapter concludes by summarizing the key insights and outlining future research direc-
tions for developing more efficient, secure, and scalable PPFL frameworks for the next
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generation of healthcare analytics.
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1. Introduction

The proliferation of electronic health records (EHRs), medical imaging, and genomic data
has created unprecedented opportunities for applying artificial intelligence (Al) and ma-
chine learning (ML) to revolutionize healthcare. These technologies hold the potential
to enhance diagnostic accuracy, personalize treatment plans, and accelerate drug discov-
ery. However, the full potential of AI in healthcare is often constrained by the siloed
nature of medical data. Due to stringent privacy regulations (e.g., HIPAA, GDPR), ethi-
cal considerations, and commercial competition, patient data is typically confined within
the firewalls of individual hospitals and research centers. This data fragmentation limits
the size and diversity of datasets available for training ML models, leading to reduced
generalizability and potential biases. Federated Learning (FL) has emerged as a ground-
breaking solution to this challenge. As a decentralized machine learning approach, FL
allows multiple parties to collaboratively train a global model without sharing their raw
data. Instead of moving data to a central server, the model is brought to the data. In
a typical FL setup, a central server coordinates the training process, while distributed
clients (e.g., hospitals) train the model on their local data. The clients then send only the
updated model parameters (e.g., gradients or weights) back to the server, which aggre-
gates them to produce an improved global model. This iterative process continues until

the global model converges.
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Figure 1: The overall federated learning workflow, illustrating the cyclical process of
model distribution, local training, and global aggregation.

Despite its privacy-by-design architecture, standard FL is not a panacea for privacy
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concerns. Studies have shown that sharing model updates can still inadvertently leak sen-
sitive information about the training data. Adversaries, including the central server itself,
could potentially perform inference attacks, membership attacks, or even reconstruct the
original training samples from the gradients. Therefore, to deploy FL in a high-stakes
domain like healthcare, it is imperative to augment it with formal privacy-preserving
mechanisms. This chapter delves into the critical intersection of federated learning and
privacy preservation for healthcare data analytics. We explore the necessity of these
mechanisms, review the state-of-the-art techniques, and propose a robust methodology
for their implementation. We provide a detailed analysis of the performance, costs, and
trade-offs involved, using a real-world medical dataset to ground our discussion. The
chapter is structured as follows: Section 2 provides a literature review of FL and privacy-
preserving techniques. Section 3 details our proposed methodology. Section 4 presents
and discusses the simulation results. Finally, Section 5 concludes the chapter and suggests

future research directions [1].

2. Literature Review

The concept of federated learning has spurred a significant body of research, particularly
in its application to privacy-sensitive domains. Concurrently, the development of privacy-
preserving mechanisms has become a mature field of study. This section reviews the key

literature in both areas and examines their intersection in the context of healthcar.

2.1 Federated Learning in Healthcare

Since its introduction, FL has been applied to various healthcare tasks. Early work demon-
strated its feasibility for medical image analysis, such as brain tumor segmentation, where
FL models achieved performance comparable to models trained on centralized data. The
EXAM (EMR-CXR AI Model) consortium used FL to train a model to predict future
oxygen requirements for COVID-19 patients from chest X-rays and EHR data, showcasing
the power of multi-modal, multi-institutional collaboration. Other applications include
predicting in-hospital mortality from EHR data, classifying skin lesions from dermato-
scopic images, and accelerating drug discovery in collaborations between pharmaceutical
companies.

However, these applications also highlight the fundamental challenges of FL in a re-
alworld healthcare setting. The primary challenge is statistical heterogeneity, where the
data distribution across clients is non-independent and identically distributed (nonlID).
This can arise from differences in patient demographics, clinical specialties, imaging equip-
ment, and data collection protocols. Non-IID data can significantly degrade the perfor-
mance of the standard Federated Averaging (FedAvg) algorithm and even cause the global
model to diverge. Other challenges include systems heterogeneity (variability in hardware
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and network connectivity across clients) and communication efficiency, as frequent model

updates can be resource-intensive [2].

2.2 Privacy Risks in Federated Learning

While FL prevents direct data sharing, the model updates themselves are a potential pri-
vacy vulnerability. An honest-but-curious server or a malicious participant could analyze
the received gradients to infer sensitive information. Deep Leakage from Gradients (DLG)
has shown that it is possible to perfectly reconstruct training images and labels from pub-
licly shared gradients. Membership inference attacks can determine whether a specific
patient’s record was used in the training process, which itself is a privacy breach. These
risks underscore the inadequacy of relying solely on the basic FL protocol for privacy

protection in healthcare.

2.3 Privacy-Preserving Mechanisms

To counter these threats, several privacy-preserving mechanisms have been proposed to
work in conjunction with FL. These can be broadly categorized into three main ap-

proaches:

« Differential Privacy (DP): DP is a rigorous, mathematical definition of privacy
that provides a formal guarantee against inference attacks. It ensures that the
output of a computation is statistically indistinguishable whether a particular indi-
vidual’s data is included in the dataset or not. In the context of FL, DP is typically
achieved by adding carefully calibrated noise to the model updates before they are
sent to the server, a technique known as Differentially Private Stochastic Gradient
Descent (DP-SGD). This provides a quantifiable privacy guarantee, controlled by a
privacy budget parametere. A smaller e corresponds to stronger privacy but often

comes at the cost of reduced model accuracy.

e Secure Aggregation:This cryptographic approach aims to prevent the central
server from viewing individual client updates. Using protocols based on techniques
like secure multi-party computation (SMPC), clients can encrypt their updates in
such a way that the server can only decrypt the sum of the updates, but not the
individual contributions. This ensures that the server learns nothing more than the
aggregated global model update, effectively mitigating attacks from a curious server.
However, secure aggregation does not protect against attacks from malicious clients

and can introduce significant computational and communication overhead.

o« Homomorphic Encryption (HE): HE is an advanced cryptographic technique
that allows computations to be performed directly on encrypted data. In an HEbased
FL system, clients would encrypt their model updates before sending them to the
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server. The server could then aggregate these encrypted updates and even perform
other computations without ever decrypting them [15]. While offering very strong
security guarantees, HE is currently computationally intensive and often too slow for

practical use in training deep learning models, though research is rapidly advancing

3].

2.4 Gaps in Existing Literature

While many studies have explored either FL in healthcare or privacy-preserving mecha-
nisms in isolation, there is a need for a more holistic analysis of their combined application.
Many works that propose privacy-preserving FL (PPFL) use simplified assumptions about
the data (e.g., IID distributions) or do not comprehensively evaluate the impact on model
performance, communication costs, and convergence speed. Furthermore, the practical
trade-offs between different levels of privacy (i.e., different € values in DP) and clinical
utility are not yet fully understood. This chapter aims to address this gap by providing
a detailed, practical methodology and a multifaceted evaluation of a PPFL system for a

real-world healthcare analytics task.

3. Proposed Methodology

To address the challenges of privacy and security in federated healthcare analytics, we
propose a complete Federated Learning pipeline that integrates Differential Privacy. This
section details the system architecture, the privacy-preserving mechanism, the dataset

selection, the algorithmic process, and the threat model.

3.1 System Architecture

The proposed architecture follows a client-server model, which is standard for crosssilo FL
applications where the clients are institutions like hospitals. The system consists of two
main components: a central Federated Server and multiple Clients (hospitals or medical

centers).

« Clients (Hospitals): Each client possesses a local dataset of patient records which
never leaves its premises. The client is responsible for: (1) receiving the current
global model from the server, (2) training the model on its local data for set num-
ber of epochs, (3) applying a privacy-preserving mechanism to its computed model

update, and (4) sending the processed update back to the server.

o Federated Server: The server orchestrates the entire training process. It is re-
sponsible for: (1) initializing the global model, (2) selecting a subset of clients for
each training round, (3) broadcasting the global model to the selected clients, (4)
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Figure 2: The client-server architecture for federated learning, showing the distinct roles
of the server and the clients.

waiting for and collecting the processed updates from the clients, (5) aggregating
these updates to produce a new global model, and (6) repeating the process until
a convergence criterion is met. The server does not have access to any raw data or

the individual, non-privatized model updates.

All communication between the clients and the server is assumed to occur over a secure

channel (e.g., using TLS/SSL) to protect data in transit.

3.2 Privacy-Preserving Mechanism: Differential Privacy

We integrate Differential Privacy into the FL pipeline using the DP-SGD algorithm [13].
This mechanism provides a formal privacy guarantee for each client’s contribution. The

process, applied at the client-side before sending the update, involves two key steps:

Local Training Gradient Clipping Noise Addition Secure Aggregation
on Private Data |idw]|<C aw +N(0,0°C?) Encrypted Updates
Differential Privacy DP-SGD Homomorphic
(e, 0)-guarantee Encryption

Figure 3: The client-server architecture for federated learning, showing the distinct roles
of the server and the clients.

o Gradient Clipping: After computing the gradients for a mini-batch of local data,
each client clips the L2 norm of the gradient vector to a predefined threshold C.
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This bounds the sensitivity of the update, ensuring that the contribution of any

single data point is limited. The clipped gradient ¢’ is computed as:

o Noise Addition: The client then adds Gaussian noise, scaled by the clipping
threshold C' and a noise multiplier o, to the clipped gradient. The noisy gradient §
is:

g=g +N(0, o*C?I).

This noise injection is the core of the DP mechanism, making it statistically impos-

sible to determine the exact contribution of any single data point [4].

The amount of noise added is controlled by the privacy budget. For a given number of
training rounds and a target § (typically a small value like 1/|D|, where | D] is the dataset
size), the noise multiplier o can be calculated to achieve a specific e. This allows us to

explicitly tune the trade-off between privacy and utility.

3.3 Federated Aggregation and Model Updates

The server employs the Federated Averaging (FedAvg) algorithm to aggregate the client
updates [3]. After receiving the noisy model updates Aw; from each participating client

1, the server computes the new global model w;,; as follows:

i T ~
Wi = Wy + ; (N) Aw;.
where w; is the global model at round ¢, K is the number of participating clients, n; is
the number of data points at client 7, and N is the total number of data points across all
participating clients. This weighted averaging ensures that clients with more data have a

proportionally larger influence on the global model.

3.4 Dataset Selection: MIMIC-II1

For our simulations, we select the MIMIC-III (Medical Information Mart for Intensive
Care III) dataset [16]. MIMIC-III is a large, freely-available database comprising dei-
dentified health-related data associated with over 40,000 patients who stayed in critical
care units of the Beth Israel Deaconess Medical Center between 2001 and 2012. It con-
tains a wealth of information, including demographics, vital signs, laboratory test results,

medications, and mortality outcomes. We justify this selection for several reasons:

e Clinical Relevance: It represents real-world, complex, and messy clinical data,
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Figure 4: The federated aggregation process, where the server combines weighted updates
from clients.

making it ideal for evaluating the robustness of our proposed method on a practical

healthcare task (e.g., in-hospital mortality prediction).

e Scale and Richness: Its large scale and high dimensionality are well-suited for

training deep learning models.

o Simulating Federation: Although it is a single-center dataset, we can realistically
simulate a federated environment by partitioning the data among virtual clients.
This allows us to control and study the effects of data heterogeneity (non-I1ID) by
partitioning the data based on different criteria (e.g., by patient admission year, or

by clustering patient characteristics).

e Benchmarking: MIMIC-III is a widely used benchmark in clinical informatics,

which facilitates comparison with other studies.

3.5 Algorithm and Threat Model

The overall process is summarized in the pseudocode below.
Threat Model: We assume an cost” of privacy in terms of model performance and

select an optimal operating point that balances these competing requirements [5].

3.6 System Overheads: Communication Cost

Beyond model performance, the practical feasibility of FL depends on system overheads,
particularly communication costs. We measured the total data transmitted between the
clients and the server over 50 communication rounds for each method. The results are
shown in Figure 9.
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Algorithm 1 Differentially Private Federated Averaging (DP-FedAvg)
1: Server Procedure:
2: Initialize model parameters wy
3: for each communication round t =1,2,... do
4: Select m = max(C' - K, 1) clients

5: S; < random subset of m clients

6: for each client k£ € S; in parallel do

T: wy, ; < CLIENTUPDATE(k, w;)

8: end for

9: Aggregate updates:
K rmg\

Wigq < Z (—> Wity

k=1 T

10: end for

11: function CLIENTUPDATE(k, w)

12: Partition local dataset D into batches B of size B
13: for each local epoch i =1 to £ do

14: for each batch b € B do

15: Compute gradient: g « VL(w;b)

16: Clip gradient: ¢’ < g/ max(1, ||g]|2/C)

17: Add DP noise: g <+ ¢+ N(0,02C?I)

18: Update model:  w + w —ng

19: end for

20: end for

21: return w

22: end function

The Centralized model has zero communication cost during training, as all data is local
(though it has a high one-time cost of data transfer). Standard FL and FL + DP have
nearly identical communication costs (~245-248 MB), as the added noise does not increase
the size of the model updates. In contrast, FL. + Secure Aggregation incurs a higher
communication overhead (/312 MB). This is because secure aggregation protocols require
additional communication rounds for key exchange and mask sharing among clients. We
also include a hypothetical FL. + Compression model, which could significantly reduce
costs (=156 MB) by using techniques like quantization or sparsification, though this might

also impact accuracy [6].

3.7 Impact of Data Heterogeneity and Scale

Finally, we investigated the impact of two key characteristics of federated networks: data
heterogeneity (non-I1ID) and the number of participating clients. Figure 10 shows these
results.

The left panel of Figure 10 clearly shows that data heterogeneity negatively impacts
performance. The model trained on IID data (where data is randomly shuffled across
clients) converges faster and to a higher accuracy than models trained on non-I1ID data.
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- Communication Cost Comparison (50 Rounds)
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Figure 5: Comparison of total communication cost for different training methods over 50
rounds.
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Figure 6: Analysis of the impact of data heterogeneity (IID vs. Non-IID) and the number
of clients on model performance.

The more severe the non-IID distribution (i.e., the greater the statistical difference be-
tween clients), the more pronounced the performance degradation. This highlights the
need for advanced FL algorithms (e.g., FedProx, SCAFFOLD) that are specifically de-
signed to handle non-IID data, which is the norm in healthcare. The right panel shows
that, up to a certain point, increasing the number of clients can be beneficial. As we
increase the client pool from 5 to 50, the final model accuracy improves. This is because a
larger number of clients provides a more diverse and comprehensive view of the underlying
data distribution. Furthermore, with more clients, the model tends to converge in fewer
rounds. However, the benefits diminish as the number of clients becomes very large, and

managing a massive network introduces its own logistical and computational challenges
[7].
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4. Results and Discussion

Our extensive simulation results on the MIMIC-III dataset provide several key takeaways

for practitioners and researchers:

« FL is Viable: Federated learning can achieve performance remarkably close to
that of a centralized model, confirming its potential for large-scale, collaborative

research without data sharing.

e Privacy is Not Free: Integrating differential privacy introduces a quantifiable
trade-off between privacy and model utility. The choice of the privacy budget is a
critical decision that must balance the need for strong privacy guarantees with the

requirement for high model accuracy in clinical settings.

e System Costs Matter: While DP adds minimal communication overhead, more
complex cryptographic methods like secure aggregation can significantly increase

system costs, which may be a limiting factor in resource-constrained environments.

« Heterogeneity is a Key Challenge: Non-IID data remains a major hurdle
for standard FL algorithms. Future work must focus on developing and deploying
advanced algorithms that are robust to the statistical heterogeneity inherent in

real-world healthcare data.

Looking forward, the field of PPFL is ripe with opportunities for innovation. Re-
search into hybrid approaches that combine the strengths of differential privacy and cryp-
tographic methods, the development of more communication-efficient algorithms, and the
creation of standardized frameworks and benchmarks for evaluating PPFL systems will
be crucial. Ultimately, the successful integration of privacy-preserving federated learning
into the healthcare ecosystem will require a multi-disciplinary effort, bringing together
computer scientists, clinicians, ethicists, and regulatory bodies to build a future where
data-driven medicine can flourish responsibly [8].

honest-but-curious” server. This means the server correctly follows the protocol (i.e.,
it performs aggregation as specified), but it may try to infer additional information from
the updates it receives from the clients. We do not consider a fully malicious server that
actively tries to sabotage the training process. We also assume that clients are honest
and do not poison the data or the model. The goal of our privacy mechanism is to protect
the data of individual clients from the curious central server.

To evaluate the proposed privacy-preserving federated learning pipeline, we conducted
a series of simulations based on the in-hospital mortality prediction task using the MIMIC-
III dataset. We simulated a federated network of 20 clients (hospitals), where the data was
partitioned in a non-IID manner based on patient admission year to mimic real-world data
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Communication Rounds in Federated Learning

Round 1 Round 2 Round 3

Broadeast Broadeast Broadeast Broadeast Broadeast
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Aggregate Aggregate Aggregate Aggregate Aggregate

Model Convergence

Figure 7: The communication rounds in a typical federated learning process.

distribution. We compared the performance of our proposed FL. + DP method against
two baselines: a Centralized model trained on all data pooled together, and a Standard
Federated Learning model without any added privacy mechanisms. We also include results

for FL + Secure Aggregation to compare communication costs and performance. [9]

4.1 Model Performance Across Communication Rounds

Figure 6 shows the test accuracy of the different models over 50 communication rounds.
The centralized model, as expected, achieves the highest accuracy (~95.2) and serves
as the upper bound for performance. The standard FL. model performs remarkably well,
converging to an accuracy of around 92.5, demonstrating the viability of federated learning
for this task.

Model Accuracy Across Communication Rounds

Test Accuracy

=& Centralized (Baseline)
== Federated Learning
=k~ FL+DP (£=5.0)

=4 FL*+DP(e=10)

*% FL + Secure Aggregation

10 20 30 40 50
Communication Rounds

Figure 8: Model accuracy across communication rounds for different training methods.

The introduction of differential privacy leads to a noticeable trade-off in performance.
The FL. + DP (e=5.0) model, which has a moderate privacy guarantee, achieves a fi-
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nal accuracy of about 90.2. When the privacy guarantee is strengthened by decreasing
the privacy budget to e=1.0, the accuracy drops further to approximately 87.9. This
performance degradation is an expected consequence of the noise added to the gradients
to ensure privacy. The model with FL. + Secure Aggregation performs similarly to the
standard FL model, as secure aggregation primarily impacts communication and compu-
tation, not the mathematical properties of the aggregated gradients. Figure 7 provides a
complementary view by plotting the training loss. The loss curves mirror the accuracy
results, with the centralized model achieving the lowest loss. The FL models with DP
exhibit a higher final loss value, which corresponds to their lower accuracy. The noise in-
jected for privacy purposes slightly hinders the model’s ability to perfectly fit the training

data, resulting in this performance gap.

Training Loss Across Communication Rounds
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Figure 9: Training loss across communication rounds for different training methods.

4.2 Overall Performance Comparison

To provide a consolidated view of model performance, Figure 8 presents a bar chart com-
paring the final accuracy, precision, recall, and F1-score for each method after 50 rounds.
This highlights the consistent performance gap between the non-private and private meth-
ods. While the standard FL model is only about 2-3% worse than the centralized model
across all metrics, the FL. + DP (e=1.0) model shows a more significant drop of 7-8%.
This quantitative comparison is crucial for healthcare applications, where a drop in recall,

for instance, could mean failing to identify a patient at high risk of mortality.

4.3 The Privacy-Utility Trade-off

The core challenge in implementing PPFL is managing the trade-off between the strength
of the privacy guarantee and the utility of the resulting model. Figure 9 illustrates this
fundamental trade-off by plotting the final model accuracy as a function of the privacy
budget.
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Performance Comparison Across Different Methods
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Figure 10: Bar chart comparing the final performance metrics (Accuracy, Precision,
Recall, F1-Score) across different methods.

Privacy-Utility Trade-off: Impact of Differential Privacy
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Figure 11: The trade-off between privacy (controlled by €) and model accuracy.

As € increases, the privacy guarantee weakens (because more noise is removed from
the gradients), enabling the model to leverage additional signal from the underlying data.
This generally improves accuracy, but the improvement is neither linear nor unbounded.
Beyond a certain threshold, the marginal gain in model performance becomes negligible,
indicating diminishing returns. This plateau suggests that once privacy noise becomes
sufficiently small, other factors—such as model capacity, data distribution, optimization
limits, and communication noise—dominate the learning dynamics. Conversely, when €
extremely small (high privacy region), the injected noise overwhelms gradient informa-
tion, leading to severe underfitting. Thus, the privacy—utility curve reflects a structural
constraint of differential privacy: extremely strong privacy makes the model nearly non-
informative, while very weak privacy yields little additional benefit after a saturation
point. This reinforces the need for principled selection of e, guided not by arbitrary
norms but by the operational context, sensitivity of the data, regulatory constraints, and

the minimal accuracy required for real-world deployment.
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5. Conclusion

Federated Learning, when combined with robust privacy-preserving mechanisms, offers a
powerful and practical framework for advancing healthcare data analytics while respecting
patient privacy. This chapter has provided a comprehensive overview of this rapidly evolv-
ing field. We have detailed the fundamental concepts of FL, underscored the necessity
of formal privacy guarantees, and presented a complete methodology for implementing
a privacy-preserving federated learning system using differential privacy. Moreover, the
insights gained from our experimental evaluation highlight an important reality: the effec-
tiveness of privacy-preserving federated learning depends not only on the choice of privacy
mechanism but also on how well it is integrated into the broader FL pipeline. Factors
such as client participation rate, gradient clipping strategies, noise calibration, and com-
munication frequency significantly influence both privacy guarantees and model utility.
In healthcare settings—where data distributions are highly non-IID and patient popula-
tions vary across institutions—these design choices become even more critical. Our results
show that thoughtfully engineered PPFL systems can maintain clinically meaningful per-
formance even under stringent privacy budgets, reinforcing the feasibility of deploying
such frameworks in real-world hospitals and research networks. At the same time, the
observed trade-offs underscore the need for continued innovation in optimizing privacy
mechanisms, reducing communication overhead, and improving robustness against adver-
sarial behavior, laying a clear path for future advancements in secure, scalable healthcare

analytics.
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