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Abstract: This chapter provides a comprehensive exploration of adversarial robustness
in next-generation artificial intelligence (Al) systems, with a specific focus on defense
mechanisms for image and text models. As Al models, particularly deep neural networks,
become increasingly integrated into critical applications, their vulnerability to adversarial
attacks presents a significant security challenge. Adversarial examples, which are inputs
intentionally perturbed to cause model misclassification, can have severe consequences in
domains such as autonomous driving, medical diagnostics, and natural language under-
standing. This chapter systematically reviews the landscape of adversarial attacks, from
foundational gradient-based methods to sophisticated transfer and query-based attacks.
We then delve into a detailed analysis of state-of-the-art defense strategies, including
adversarial training, defensive distillation, and certified robustness techniques. To pro-
vide a practical understanding of these concepts, we present a case study involving the
implementation and evaluation of adversarial attacks and defenses on the CIFAR-10 im-
age dataset. The results of our simulations demonstrate the effectiveness of adversarial
training in enhancing model robustness against common attacks like the Fast Gradient
Sign Method (FGSM) and Projected Gradient Descent (PGD). Finally, we discuss the
open challenges and future research directions in the pursuit of building truly robust and

trustworthy Al systems.
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1. Introduction

Artificial intelligence has achieved remarkable success in a wide range of applications, often
surpassing human performance on complex tasks. However, the impressive capabilities
of modern AI models are shadowed by a critical vulnerability: their susceptibility to
adversarial attacks. An adversarial attack involves making small, often imperceptible,
perturbations to a model’s input that are designed to cause the model to make an incorrect
prediction. This phenomenon was first highlighted in the context of image classification,
where adding a carefully crafted layer of noise to an image could lead a state-of-the-art

deep neural network to misclassify it with high confidence [1].

The implications of such vulnerabilities are far-reaching. In security-critical systems,
such as autonomous vehicles, an adversarial attack could manipulate the perception of
the environment, leading to catastrophic failures. In medical imaging, adversarial per-
turbations could cause a diagnostic model to misidentify a malignant tumor as benign,
or vice versa. The threat extends beyond the visual domain, with adversarial attacks
also posing a significant risk to natural language processing (NLP) systems. For instance,
subtle changes to the wording of a sentence can alter the sentiment classification or trigger
the generation of harmful content by language models [2]. This chapter aims to provide
a thorough understanding of adversarial robustness in the context of next-generation Al.
We will explore the fundamental principles of adversarial attacks and defenses, covering
both image and text domains. The chapter is structured as follows: Section 2 provides a
literature review of seminal and recent works in the field. Section 3 details our proposed
methodology for evaluating adversarial robustness, including the experimental setup for
our case study. Section 4 presents and discusses the results of our simulations, offering
insights into the effectiveness of different defense mechanisms. Finally, Section 5 con-
cludes the chapter with a summary of key findings and a discussion of future research
directions[1].

In understanding adversarial robustness, it is essential to question the assumption
that vulnerabilities arise primarily from model architecture or training data limitations.
A more fundamental issue lies in the intrinsic geometry of high-dimensional feature spaces,
where even minute perturbations can yield disproportionately large effects on model out-
puts. This sensitivity challenges the traditional belief that increasing data, depth, or com-
pute naturally improves robustness. Instead, it highlights an inherent mismatch between
how neural networks generalize and how adversarial perturbations exploit local inconsis-
tencies in decision boundaries. Moreover, while many studies focus on attacks crafted un-
der idealized white-box assumptions—full transparency of model parameters—real-world
adversaries often operate under partial or no knowledge. This discrepancy raises questions
about how well controlled benchmarks truly reflect deployed system risk. Understanding
these distinctions is critical for designing defenses that do not merely overfit to known
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attack patterns but instead address structural weaknesses in model reasoning.
Furthermore, it is important to acknowledge that adversarial robustness is not solely
a technical challenge but a broader systems-level concern involving data pipelines, model
deployment practices, and human-Al interaction. Defense strategies are often evaluated
in isolation, yet robust Al systems require a holistic approach that integrates detec-
tion mechanisms, uncertainty estimation, interpretability tools, and domain-aligned con-
straints. For example, in safety-critical environments, robustness must be balanced with
explainability and computational efficiency—an interplay that is frequently overlooked
in purely algorithmic discussions. Additionally, adversarial behavior varies significantly
across modalities; perturbations in text, unlike images, must preserve semantic coherence,
making traditional gradient-based techniques less directly applicable. These complexi-
ties underscore the need for cross-domain methodologies and theoretical frameworks that
generalize beyond specific datasets or attack families. By expanding the discussion to
encompass these broader considerations, this chapter aims to move beyond conventional
robustness narratives and encourage a more comprehensive understanding of adversarial

resilience in next-generation Al systems.

2. Literature Review

The study of adversarial machine learning has grown into a vibrant research area, with
a continuous arms race between the development of new attacks and the design of more
robust defenses. This section provides an overview of the key concepts and milestones in
this field. Early investigations into adversarial vulnerability began with the discovery that
neural networks exhibit surprisingly linear behavior in high-dimensional spaces, enabling
perturbations like the Fast Gradient Sign Method (FGSM) to deceive even highly accu-
rate classifiers. Subsequent research expanded the threat landscape with iterative attacks
such as Projected Gradient Descent (PGD), Carlini-Wagner (C-W) optimization-based
attacks, and black-box query strategies that challenge the assumption that adversaries re-
quire direct access to model parameters. On the defense side, adversarial training emerged
as the most empirically effective technique, yet its robustness is often attack-specific
and computationally intensive. Defensive distillation, while initially promising, was later
shown to offer only gradient masking rather than genuine security. More recent work
on certified robustness, randomized smoothing, and Lipschitz-constrained architectures
seeks formal guarantees, but these methods struggle with scalability to real-world data
and models. Simultaneously, research on text-based adversarial attacks revealed unique
linguistic challenges, such as semantic preservation and syntactic validity, demonstrat-
ing that vision-derived robustness strategies do not transfer seamlessly across modalities.
Overall, the literature reflects a dynamic interplay between innovative attack strategies
and increasingly sophisticated—but not yet definitive—defensive methodologies.
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2.1 Adversarial Attacks

Adversarial attacks can be broadly categorized based on the attacker’s knowledge of the
target model. In a white-box setting, the attacker has full access to the model’s archi-
tecture, parameters, and gradients. This allows for the use of powerful gradientbased
attacks, such as the Fast Gradient Sign Method (FGSM) [1], which perturbs the input
in the direction of the gradient of the loss function. More advanced white-box attacks
include Projected Gradient Descent (PGD) [3], which iteratively applies FGSM with a
projection step to ensure the perturbation remains within a specified bound, and the Car-
lini & Wagner (C&W) attack [4], which uses an optimization-based approach to find the

minimal perturbation required for misclassification

In a black-box setting, the attacker has limited or no knowledge of the model. Blackbox
attacks often rely on querying the model with different inputs and observing the outputs
to infer its behavior. Some common black-box techniques include transfer attacks, where
adversarial examples generated for a known (surrogate) model are found to be effective
against other models, and query-based attacks, which use techniques like finite differences
to estimate the gradient or employ optimization algorithms that do not require gradient

information [5].

Beyond the traditional white-box and black-box dichotomy, the literature also high-
lights the significance of gray-box attacks, where the adversary possesses partial informa-
tion—such as the model architecture but not its trained weights, or access to training data
without knowledge of hyperparameters. Gray-box scenarios more closely mirror real-world
conditions, where some system details inevitably leak through documentation, APIs, or
model reuse. These attacks expose a critical flaw in the assumption that obscurity pro-
vides meaningful protection. In practice, even approximate knowledge of model structure
can dramatically reduce the search space for effective perturbations. Additionally, recent
research demonstrates that internal representations, rather than final outputs alone, can
be exploited to craft perturbations that generalize across models and datasets, suggesting

that robustness must be addressed at a structural rather than purely algorithmic level.

Another important category involves physical and real-world adversarial attacks, which
challenge the implicit assumption that adversarial perturbations must remain digital
or imperceptible. In physical domains, attackers can manipulate real objects—such as
printed images, road signs, or wearable accessories—to induce misclassification under
varying lighting, angles, and sensor noise. These physical attacks demonstrate that ad-
versarial vulnerabilities are not merely theoretical artifacts but practical risks to deployed
systems, particularly in autonomous driving, surveillance, and biometric authentication.
Furthermore, universal perturbations—small, image-agnostic noise patterns that fool a
model across a large class of inputs—illustrate how attacks can scale efficiently, bypass-
ing the need for per-sample optimization. These developments underscore that robustness
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cannot be achieved by defending against a single attack type; instead, it requires a holistic
strategy that accounts for diverse threat models, environmental conditions, and adversar-

ial goals.

2.2 Adversarial Defenses

A variety of defense mechanisms have been proposed to mitigate the threat of adversarial
attacks. Omne of the most effective and widely studied defenses is adversarial training
[1], [3]. This method involves augmenting the training data with adversarial examples,
thereby forcing the model to learn to be robust to such perturbations. Another approach
is defensive distillation [6], which involves training a model on the soft-label outputs of
another model trained on the same task. This has the effect of smoothing the model’s
decision boundaries, making it more resistant to small perturbations.

Certified defenses represent a more recent and powerful class of defense mechanisms.
These methods aim to provide a formal guarantee of robustness, meaning that for a
given input, the model’s prediction will not change for any perturbation within a certain
magnitude. Techniques like randomized smoothing [7] have shown promise in providing
certified robustness for a variety of models and threat models.

Despite significant progress, many defense strategies face inherent limitations that
challenge their practical deployment. Adversarial training, while empirically strong, is
computationally expensive and often overfits to the specific attack types used during
training, leaving models vulnerable to unseen or adaptive adversaries. This exposes a
flawed assumption frequently made in the literature: that robustness gained against a
fixed set of perturbations generalizes across the entire adversarial landscape. Similarly,
defensive distillation was initially believed to harden models by smoothing gradients, yet
subsequent research revealed that the perceived robustness often stemmed from gradient
obfuscation rather than true resilience. This mismatch between perceived and actual
robustness underscores the need for rigorous evaluation protocols and highlights that
many defenses inadvertently encourage attackers to develop more sophisticated strategies.

Beyond model-centric defenses, a growing body of work emphasizes system-level de-
fense strategies, such as anomaly detection, input preprocessing, feature denoising, and
monitoring model uncertainty. These techniques question the assumption that robustness
must be achieved solely by modifying training procedures or network architectures. For
instance, feature denoising networks and purification approaches using generative models
aim to remove perturbations before classification, while ensemble-based defenses intro-
duce redundancy to reduce vulnerability to single-point failures. However, these methods
also face challenges, including susceptibility to adaptive attacks and increased compu-
tational overhead. The broader lesson emerging from recent studies is that adversarial
robustness is not attainable through isolated defenses; rather, it requires an integrated
framework that combines certified guarantees, empirical robustness methods, detection
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strategies, and robust evaluation pipelines. This systemic view reflects a more realistic

and security-conscious approach to building trustworthy Al systems.

2.3 Adversarial Robustness in NLP

While much of the early research on adversarial robustness focused on the image domain,
the field has expanded to address the unique challenges of NLP. Adversarial attacks on
text models often involve making discrete changes to the input, such as replacing words
with synonyms, inserting or deleting characters, or paraphrasing sentences. Attacks like
TextFooler [8] and BERT-Attack [2] have demonstrated the ability to generate semanti-
cally coherent adversarial examples that can fool state-ofthe-art language models. De-
fenses in the NLP domain also often involve adversarial training, as well as techniques for
detecting and filtering out adversarial inputs[2].

A core challenge that distinguishes NLP adversarial robustness from its vision coun-
terpart is the discrete and highly structured nature of language. Small perturbations in
text cannot be infinitesimal-—changing even a single character or word produces a qualita-
tively different input. This disrupts the assumption underlying many vision-based attack
methods that perturbations can be modeled as continuous, differentiable changes in pixel
space. Moreover, semantic stability becomes a crucial constraint in NLP attacks: adver-
saries aim to alter the model’s prediction without changing the meaning perceived by a
human reader. This requirement significantly complicates the attack space and exposes
deep weaknesses in how language models encode context, compositionality, and linguis-
tic nuance. Research has shown that models often rely on shallow lexical cues rather
than deeper semantic understanding, making them sensitive to synonym substitutions,
paraphrasing, or subtle grammatical rearrangements. Such vulnerabilities reveal gaps in
the generalization capabilities of language models that are not always apparent under
standard evaluation.

On the defense side, NLP robustness research increasingly recognizes that simply
applying adversarial training from the vision domain may not yield comprehensive pro-
tection. Text-based adversarial examples often exploit the brittleness of tokenization
schemes, subword embeddings, or positional encoding mechanisms—issues that adversar-
ial training cannot fully address without fundamentally rethinking model architectures.
Emerging work explores certified robustness for NLP, though progress remains limited
due to the combinatorial explosion of valid linguistic transformations. Other system-level
defenses, such as perplexity-based detectors, semantic similarity screening, and robust
training with counterfactual data augmentation, aim to identify or neutralize adversarial
text before it reaches the model. However, these approaches also face limitations, in-
cluding susceptibility to adaptive attacks and trade-offs between robustness and model
fluency. Overall, adversarial robustness in NLP remains a challenging and rapidly evolv-
ing field, highlighting the need for theories and methods that better capture the structural
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and semantic properties of language [9].

3. Proposed Methodology

To provide a practical demonstration of adversarial robustness concepts, we conducted a
simulation study using the CIFAR-10 dataset. Our methodology is designed to evaluate
the effectiveness of adversarial training as a defense mechanism against common gradient-

based attacks. The overall research methodology is depicted in Figure 1.

Data Preparation

Model
Training

Trained Model

Adversarial
Attack
Generatiion

Adversarial Examples

]
\4 Defense Mechanisms /
Adversarial Training Defensive Distillation
\ 4 A
Accuracy on Clean Data | | Accuracyon
y Adversarial Data

Figure 1: A block diagram illustrating the research methodology, from data preparation
and model training to adversarial attack generation, defense, and evaluation.

Our methodology begins with a critical examination of the CIFAR-10 dataset to ensure
that the chosen experimental setup meaningfully reflects adversarial robustness challenges.
CIFAR-10, with its moderate complexity and balanced class distribution, allows for con-
trolled experimentation while still presenting non-trivial classification difficulties for deep
neural networks. We preprocess the images using normalization and standard augmenta-
tion techniques, such as random horizontal flips and cropping, to avoid the assumption
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that robustness can be achieved solely through adversarial defenses without proper base-
line generalization. A convolutional neural network (CNN) model is then trained on the
clean dataset to establish a baseline accuracy. This baseline is essential for evaluating the
impact of adversarial perturbations and determining whether robustness improvements
stem from the defense mechanism or incidental factors such as regularization effects or
model capacity.

Following baseline training, adversarial attacks—specifically FGSM and PGD—are
applied to generate perturbed versions of the test dataset. These attacks serve dis-
tinct purposes: FGSM provides insight into model sensitivity to single-step perturba-
tions, while PGD offers a more stringent evaluation by simulating iterative, constrained
adversarial optimization. To assess the defense strategy, we employ adversarial train-
ing using PGD-generated examples during the learning process. This choice addresses
a common methodological weakness in robustness studies: overreliance on weak attacks
during training, which can lead to misleadingly optimistic results. After training, both
clean and adversarial samples are passed through the defended model to evaluate ro-
bustness trade-offs in terms of accuracy, attack success rate, and perturbation resilience.
This multi-stage methodology ensures a comprehensive evaluation framework, enabling a
deeper understanding of how adversarial training influences model behavior under diverse

threat scenarios.

3.1 Dataset and Model

We used the CIFAR-10 dataset, which consists of 60,000 32x32 color images in 10 classes.
For our model, we implemented a simple Convolutional Neural Network (CNN) archi-
tecture, which is a common choice for image classification tasks. While CIFAR-10 is
widely adopted in adversarial robustness studies, its use deserves critical reflection. The
dataset’s limited resolution (32x32) and relatively simple object categories can make
robustness appear more attainable than it truly is in higher-dimensional real-world set-
tings such as medical imaging or autonomous driving. Nonetheless, CIFAR-10 provides
a controlled environment for probing fundamental adversarial vulnerabilities without in-
troducing domain-specific confounders. Its standardized train—test split allows for repro-
ducibility and comparability across studies, which is particularly important in adversarial
research where methodological inconsistencies often lead to misleading conclusions. By
grounding our experiments in this benchmark dataset, we avoid the assumption that
robustness improvements are attributable to dataset idiosyncrasies rather than defense
effectiveness.

For the predictive model, we designed a compact CNN that includes convolutional
layers with ReLU activations, max-pooling operations, and fully connected output lay-
ers. The simplicity of this architecture is intentional: complex networks with millions
of parameters may mask the specific mechanisms through which adversarial perturba-
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tions propagate through the feature hierarchy. By employing a lightweight model, we
isolate the impact of adversarial attacks and defenses without conflating robustness with
architectural overparameterization. Moreover, using a basic CNN allows for clearer in-
terpretability of gradients and decision boundaries, which is essential when evaluating
gradient-based adversarial attacks such as FGSM and PGD. This design choice also facil-
itates faster experimentation and more transparent analysis of how adversarial training

reshapes the learned feature space.

3.2 Adversarial Attacks

We implemented two widely used white-box adversarial attacks:

o Fast Gradient Sign Method (FGSM): This attack generates a perturbation by
taking the sign of the gradient of the loss function with respect to the input image.
The perturbation is then scaled by a factor € (epsilon) and added to the original

image. The process is illustrated in the figure.

. Generate Adversarial
Input Image Forward Pass Compute Loss Compute Gradient . Add to Input
P Perturbation —p Image

X fo(x) L(fa(x), y) L - Xady =X+ 1
n=esign(V,L) Xad

Figure 2: A simplified block diagram of the Fast Gradient Sign Method (FGSM) attack.

« Projected Gradient Descent (PGD): This is an iterative version of FGSM. It
takes multiple small steps in the direction of the gradient, projecting the perturbed
image back onto the e-ball around the original image after each step. This generally

produces more effective adversarial examples than FGSM.

While FGSM and PGD are foundational attacks for evaluating adversarial robustness,
it is important to recognize the assumptions they make about model accessibility and gra-
dient reliability. Both attacks directly exploit the gradients of the loss function, assuming
that these gradients provide an accurate representation of the model’s decision boundary.
However, neural networks often exhibit regions of gradient instability or masked gradi-
ents, where the apparent robustness arises not from true resistance to perturbations but
from optimization artifacts. PGD is widely regarded as the strongest first-order adversary
because it repeatedly applies gradient-based perturbations while constraining the pertur-
bation within an e-bounded region. Yet, even PGD can fail against models exhibiting
gradient obfuscation, underscoring the need for careful diagnostic checks to ensure that
robustness evaluations are meaningful rather than artificially inflated.

Additionally, FGSM and PGD highlight the delicate relationship between perturbation
magnitude, perceptibility, and model vulnerability. The e-constraint is typically chosen
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to ensure that perturbations remain visually imperceptible, reflecting a core assumption
in adversarial research that successful attacks must deceive both the model and a human
observer. However, this assumption does not always align with real-world scenarios, where
adversaries may tolerate perceptible perturbations or exploit physical-world transforma-
tions such as rotations, occlusions, or lighting variations. While our study focuses on
standard /,.-bounded perturbations, it is crucial to acknowledge that adversarial threats
are broader and more heterogeneous than gradient-based attacks alone can capture. Nev-
ertheless, FGSM and PGD serve as essential and computationally tractable benchmarks
for evaluating the baseline robustness of models and the effectiveness of defense mech-
anisms such as adversarial training. Real attackers may use structured noise, semantic
changes, or physically applied modifications that fall outside norm-based definitions but
still reliably cause misclassification. This means that while FGSM and PGD are valuable
tools for benchmarking vulnerability, true robustness requires models to withstand a much

broader range of perturbations than those captured by traditional first-order attacks.

3.3 Defense Mechanism

As our defense mechanism, we employed adversarial training. We trained a robust model
by augmenting the training data with adversarial examples generated using the FGSM
attack. During each training step, we generated an adversarial version of the input batch
and used it to update the model’s weights. This process encourages the model to learn fea-
tures that are robust to adversarial perturbations[3]. While adversarial training is widely
regarded as one of the most effective empirical defenses, it is important to acknowledge
its inherent limitations and the assumptions embedded within its design. Training a
model on FGSM-generated examples improves robustness primarily against single-step
perturbations, but it does not guarantee resilience to stronger iterative attacks such as
PGD or optimization-based methods like the Carlini-Wagner attack. This raises a critical
methodological question: does the observed robustness reflect genuine structural improve-
ments in the model’s decision boundaries, or does the model simply become resistant to
the specific perturbation patterns introduced during training? Additionally, adversarial
training significantly increases computational cost due to the need to generate adversarial
examples during each training iteration, making it challenging to scale to larger datasets
or more complex architectures.

To strengthen the robustness evaluation, our training procedure also incorporates reg-
ular assessments using unseen adversarial examples generated by attacks not used during
training. This step is essential to avoid overfitting the model to the FGSM attack and
to challenge the assumption that robustness is transferable across different perturbation
strategies. Moreover, adversarial training can introduce a trade-off between clean accu-
racy and robustness, as models often sacrifice performance on natural inputs in exchange
for improved adversarial resilience. Monitoring this trade-off provides deeper insight into
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how the model reallocates representational capacity under adversarial pressure. By sys-
tematically evaluating these dynamics, our methodology aims to capture not only the
immediate gains of adversarial training but also its broader implications for model gen-

eralization and long-term robustness.

3.4 Evaluation

We evaluated the performance of both a standard (non-robust) model and our adversari-

ally trained (robust) model under different conditions. The evaluation metrics included.

e Clean Accuracy:The accuracy of the model on the original, unperturbed test data.

e Adversarial Accuracy: T The accuracy of the model on adversarial examples

generated from the test data.

We tested the models against both FGSM and PGD attacks with varying perturbation

magnitudes (€) to assess their robustness.

To obtain a comprehensive assessment of robustness, we evaluated the performance of
both the standard (non-robust) model and the adversarially trained (robust) model under
multiple attack scenarios. Clean accuracy served as a baseline measure of the model’s
ability to generalize under normal conditions, while adversarial accuracy quantified the
model’s resilience against FGSM- and PGD-generated perturbations. These two metrics
highlight a core tension in adversarial machine learning: improving robustness often comes
at the cost of reduced clean performance. By comparing both clean and adversarial
accuracy across varying perturbation magnitudes (€), we systematically characterized

how each model behaves as attacks become progressively stronger.

In addition to accuracy metrics, we also examined the relative degradation in perfor-
mance as € increases. This analysis is crucial for challenging the assumption that robust-
ness can be captured by a single scalar value. Instead, robustness is better understood
as a curve describing how gracefully a model’s performance deteriorates under increasing
adversarial pressure. A model that maintains moderate accuracy across a range of € val-
ues is more reliable than one that performs well only under narrowly defined conditions.
Further, evaluating both FGSM and PGD attacks ensures that the observed robustness
is not specific to a single threat model. PGD, being a stronger iterative attack, serves
as a stringent benchmark; thus, substantial performance improvements under PGD indi-
cate that adversarial training meaningfully shifts the model’s decision boundaries rather
than merely masking gradients. Collectively, these evaluations provide a rigorous and
multidimensional view of the model’s adversarial robustness.
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4. Results and Discussions

Our simulation results provide valuable insights into the trade-offs and effectiveness of
adversarial training as a defense mechanism. The following sections present and analyze
the key findings of our experiments. Our simulation results reveal clear distinctions in the
behavior of standard and adversarially trained models when subjected to gradient-based
attacks. As expected, the non-robust model achieved high accuracy on clean test data but
experienced a drastic drop in performance even under mild FGSM perturbations. This
confirms the well-documented vulnerability of conventional CNNs to small /.,-bounded
perturbations. In contrast, the adversarially trained model demonstrated significantly im-
proved adversarial accuracy across a range of € values. This improvement, however, came
with a modest reduction in clean accuracy, highlighting the inherent robustness—accuracy
trade-off that emerges when models are optimized for adversarial resilience. These obser-
vations reinforce that adversarial training reshapes the learned feature space in a way that
reduces sensitivity to local gradient perturbations, albeit at the cost of reduced sensitivity
to finer discriminative patterns in the clean data.

A more detailed examination of the PGD evaluation results provides additional insights
into the structural robustness imparted by adversarial training. PGD, being a multi-step
iterative attack, successfully reduced the accuracy of both models; however, the adver-
sarially trained model consistently outperformed the non-robust one, even under strong
perturbation budgets. This indicates that adversarial training does not simply overfit to
FGSM-style perturbations but induces broader resilience to iterative optimization-based
attacks. Nevertheless, the persistence of performance degradation at higher e values
underscores a crucial limitation: adversarial training enhances robustness but does not
eliminate vulnerability. This finding challenges the assumption that empirical defenses
alone can provide comprehensive protection across the adversarial threat landscape. In-
stead, it suggests the need for hybrid defense strategies that combine adversarial training
with certified defenses, detection mechanisms, or architectural innovations to achieve more

reliable robustness in real-world deployments.

4.1 Impact of Adversarial Attacks on Standard Model

As expected, the standard model, which was trained only on clean data, proved to be
highly vulnerable to adversarial attacks. Figure 3 shows the degradation in the standard
model’s accuracy as the perturbation magnitude (€) of the FGSM attack increases. Even
for a small € = 0.03, the accuracy drops to just over 10%, and for € = 0.1, the model’s
performance is close to random guessing.

This dramatic decline in accuracy highlights a fundamental weakness of standard
neural networks: their decision boundaries are often highly sensitive to small, targeted
perturbations. The fact that a perturbation as small as € = 0.03 can lead to near-
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Model Robustness Under FGSM Attack
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Figure 3: The accuracy of the sandard and adversarially trained models as a function of
the FGSM perturbation magnitude (e.) .

total failure suggests that the model relies heavily on fragile, non-robust features rather
than stable semantic cues. Such brittleness exposes a critical flaw in the assumption
that high clean accuracy implies reliable generalization. In reality, clean accuracy alone
provides an incomplete and sometimes misleading picture of a model’s resilience. The
steep performance drop under FGSM also indicates that the gradients around many data
points are poorly aligned with robust directions, making the model particularly susceptible
to first-order adversarial optimization.

To further probe this vulnerability, we examined the effect of stronger iterative at-
tacks such as PGD, which consistently achieved even greater degradation in model per-
formance than FGSM at comparable € levels. This suggests that the standard model’s
decision boundary contains numerous adversarially exploitable regions that iterative op-
timization can exploit more effectively than single-step perturbations. The near-random
performance observed at higher perturbation budgets implies that the model fails to main-
tain any meaningful structure in its learned representations under adversarial influence.
These observations underscore the necessity of robustness-aware training strategies: with-
out such measures, models deployed in real-world applications remain exposed to simple

adversarial manipulations that can systematically undermine their functionality.

4.2 Effectiveness of Adversarial Training

In contrast, the adversarially trained model demonstrated significantly improved robust-
ness. As shown in Figure 3, while its accuracy on clean data is slightly lower than the
standard model (a common trade-off in adversarial training), it maintains a much higher
accuracy under attack. For ¢ = 0.03, the robust model achieves an accuracy of over
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28%, and even at € = 0.1, it maintains an accuracy of over 11%. This highlights the

effectiveness of adversarial training in mitigating the impact of FGSM attacks.

A comparison of the models’ performance on clean data and under both FGSM and
PGD attacks is provided in Figure 4. The adversarially trained model consistently out-

performs the standard model on adversarial data, showcasing its enhanced robustness|[4].

Model Performance: Clean vs Adversarial Examples

[ Standard Model
60 3 Adversarially Trained Model
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Data (e=0.03) (e=0.03)

Figure 4: A comparison of the accuracy of the standard and robust models on clean data
and under FGSM and PGD attacks (¢ = 0.03).

Although the improvements observed through adversarial training are substantial, it is
important to recognize that this robustness is not uniformly distributed across all pertur-
bation magnitudes or attack types. The robust model’s relatively stable performance at
lower € values suggests that adversarial training effectively reshapes local decision bound-
aries to resist small, targeted perturbations. However, the continued decline in accuracy
for larger € highlights an inherent limitation: adversarial training primarily reinforces ro-
bustness within a constrained perturbation budget and may not generalize to significantly
stronger or structurally different attacks. This challenges the common assumption that
adversarial training yields broad-spectrum protection. Instead, the results indicate that
robustness gained through this method is attack-dependent and may falter in the face of

adaptive or higher-order optimization-based adversaries.

Furthermore, the comparison presented in Figure 4 demonstrates that adversarial
training confers meaningful resilience not only to FGSM but also to more demanding it-
erative attacks such as PGD. The PGD results are particularly important because PGD is
widely considered a strong first-order adversary due to its iterative refinement of pertur-
bations. The robust model’s superior performance under PGD suggests that adversarial
training does more than harden the model against a single form of perturbation.
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4.3 Robustness Improvement Analysis

Figure 5 provides a direct measure of the robustness improvement achieved through ad-
versarial training. The chart shows the percentage point increase in accuracy of the robust
model compared to the standard model under various attack scenarios. The improvement

is substantial across all attack types, with the largest gains observed for stronger attacks.
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Figure 5: The improvement in accuracy of the adversarially trained model compared to
the standard model under different attack conditions.

The robustness gains illustrated in Figure 5 highlight a key characteristic of adversarial
training: its ability to meaningfully reshape the model’s decision boundaries, particularly
in regions where adversarial perturbations exploit local linearity. The substantial im-
provement observed under PGD attacks is especially noteworthy, as PGD represents a
more powerful and iterative adversarial strategy. This suggests that adversarial training
does not merely inoculate the model against single-step perturbations such as FGSM but
instead induces a broader structural resilience that withstands multi-step adversarial op-
timization. Such robustness improvements challenge the notion that adversarial training
only provides attack-specific benefits and instead indicate a measurable generalization of

defensive strength across different threat models.

However, it is important to recognize that the improvement is not uniform across all
perturbation magnitudes. While the robust model consistently outperforms the standard
model, the diminishing gains at higher e values reveal that adversarial training alone
cannot fully eliminate vulnerability. This diminishing return reflects a deeper limitation:
adversarial training strengthens local robustness within the e-ball used during training but
does not necessarily confer stability outside this region. As perturbations grow larger, even
a robust model may be pushed into decision regions that were not explicitly reinforced
during training, leading to renewed susceptibility to adversarial attacks.
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4.4 Attack Success Rate

The success rate of the FGSM attack, defined as the percentage of adversarial examples
that are misclassified, is shown in Figure 6. The attack is highly successful against the
standard model, with the success rate approaching 100% for larger perturbations. For
the robust model, the attack success rate is significantly lower, indicating that adversarial
training makes it more difficult for the attacker to find effective perturbations[5].
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Figure 6: The success rate of the FGSM attack against the standard and robust models
as a function of the perturbation magnitude ().

The sharp rise in attack success rate for the standard model reflects a fundamental
vulnerability in its learned representations. Because the model relies heavily on non-robust
features that are extremely sensitive to small perturbations, FGSM can easily exploit these
weaknesses even at modest € values. This behavior challenges the common assumption
that high test accuracy on clean data indicates a well-generalized model. Instead, the
near-perfect attack success rate at higher perturbation magnitudes demonstrates that
clean accuracy alone is not a reliable indicator of robustness. The standard model’s
inability to resist even simple, single-step perturbations further confirms that its decision

boundaries are locally inconsistent and highly susceptible to gradient-based manipulation.

In contrast, the reduced attack success rate observed for the adversarially trained
model highlights the structural resilience imparted by adversarial training. Although the
attack still succeeds at higher perturbation budgets, the substantially lower success rate
across all € values indicates that the robust model does not allow the attacker to easily
identify destabilizing directions in the input space. This suggests that adversarial training
smooths and stabilizes the decision boundary, making it less aligned with the gradient
directions that FGSM exploits. Nevertheless, the fact that attack success increases with
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larger € underscores the limits of empirical defenses: robustness is strengthened within
the perturbation region used for training but does not fully generalize beyond it. These
findings reinforce the importance of evaluating both accuracy degradation and attack

success rate to obtain a comprehensive understanding of adversarial robustness.

4.5 Visualization of Adversarial Example

To provide a qualitative understanding of adversarial examples, Figure 7 visualizes a
set of images from the CIFAR-10 test set and their corresponding adversarial versions
generated by the FGSM attack with different perturbation magnitudes. For ¢ = 0, the
images are clean, and the model’s predictions are mostly correct. As e increases, the
perturbations become more noticeable, and the model’s predictions become increasingly
incorrect. This visualization clearly illustrates how small, carefully crafted noise can lead
to misclassification. The visual patterns observed in Figure 7 also reveal an important
characteristic of adversarial perturbations: they often exploit high-frequency components
that are imperceptible to human observers but highly influential in the model’s learned
feature space. This discrepancy between human and machine perception underscores a
structural misalignment in how neural networks interpret image content. While humans
rely on global semantic cues, CNNs may depend on brittle, fine-grained patterns that
adversarial noise can easily disrupt. Even when the perturbations remain nearly invisible
at lower € levels, the model’s prediction confidence can shift dramatically. This suggests
that adversarial examples do not necessarily exploit perceptual weaknesses but rather
capitalize on the model’s sensitivity to subtle changes that fall outside the manifold of
natural images.

As e increases, the adversarial perturbations become visually noticeable, and the mis-
classifications become more severe. However, the fact that the model fails even when
the perturbations are imperceptible illustrates a deeper issue: robustness cannot be fully
understood through human visual inspection alone. The qualitative analysis in Figure
7 complements quantitative metrics by highlighting how adversarial examples gradually
diverge from the natural image manifold, yet still remain effective at fooling the model.
This progression challenges the assumption that adversarial perturbations must remain
imperceptible to be meaningful. Instead, it highlights a broader vulnerability in neural
networks: as long as perturbations follow gradient-aligned directions, even small devia-
tions from clean data can push an input across fragile decision boundaries. Such visual-
izations emphasize the need for defenses that enhance feature-level stability rather than
relying solely on empirical robustness techniques like adversarial training. Beyond the
visual degradation illustrated at higher perturbation levels, the progression also exposes
a fundamental misalignment between human-interpretable features and the internal rep-
resentations learned by neural networks. While humans rely on global semantic cues such
as shape and context, adversarial perturbations exploit localized, high-frequency vulner-
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abilities embedded within the model’s feature hierarchy. This discrepancy suggests that
the model attends to fragile, non-robust patterns that do not correspond to meaningful
attributes of the underlying data distribution.

Adversarial Examples Generated by FGSM Attack

True: airplane True: bird True: frog True: ship True: airplane True: dog
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m
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£=0.01
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Pred: automobile Pred: truck

£ =0.05

Figure 7: Examples of clean and adversarial images generated by the FGSM attack with
varying perturbation magnitudes(e).

5. Conclusion

Adversarial robustness is a critical and rapidly evolving area of Al research. This chapter
has provided a comprehensive overview of the challenges and solutions related to building
Al models that are resilient to adversarial attacks. We have reviewed the fundamental
concepts of adversarial attacks and defenses for both image and text models, and through
a practical case study, we have demonstrated the effectiveness of adversarial training as
a defense mechanism. Our simulation results on the CIFAR-10 dataset clearly show that
while standard deep learning models are highly vulnerable to adversarial perturbations,
techniques like adversarial training can significantly enhance their robustness. However,
the results also highlight the trade-off between robustness and accuracy on clean data,
which remains an active area of research. The field of adversarial robustness is far from
solved. Future research will need to address several open challenges, including the devel-
opment of more efficient and scalable defense mechanisms, the design of certified defenses
that can provide formal guarantees of robustness, and the extension of these techniques to
more complex and diverse domains. As Al systems become more autonomous and take on
more critical roles in our society, the pursuit of adversarial robustness will be paramount
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to ensuring their safety, reliability, and trustworthiness.
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