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Abstract: The proliferation of Internet of Things (IoT) devices has introduced un-
precedented connectivity and automation across various sectors, but it has simultane-
ously expanded the attack surface for malicious actors. Due to the inherent resource
constraints of most IoT devices—including limited computational power, memory, and
energy capacity—traditional cryptographic solutions are often unsuitable for direct imple-
mentation. This chapter provides a comprehensive examination of encryption standards
and cryptographic protocols specifically tailored for IoT communication. We evaluate
both symmetric and asymmetric algorithms, with a particular focus on the recent shift
toward lightweight cryptography standardized by the National Institute of Standards and
Technology (NIST). Through extensive simulation and comparative analysis, we demon-
strate the performance trade-offs between security levels and resource consumption. Our
findings indicate that Elliptic Curve Cryptography (ECC) significantly outperforms the
Rivest-Shamir-Adleman (RSA) algorithm in constrained environments, while the newly
finalized ASCON suite offers optimal solutions for highly restricted devices. The chap-
ter concludes with actionable recommendations for implementing secure, scalable, and

energy-efficient cryptographic architectures in modern IoT ecosystems.
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1. Introduction

The Internet of Things (IoT) represents a paradigm shift in ubiquitous computing, con-
necting billions of physical devices to the internet for data collection, processing, and
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exchange [1]. As these networks expand into critical infrastructure, healthcare, and in-
dustrial control systems, ensuring the confidentiality, integrity, and authenticity of trans-
mitted data has become a paramount concern. However, securing IoT communication
presents unique challenges that distinguish it from traditional network security.

The primary obstacle in IoT security stems from the heterogeneous and resource-
constrained nature of the devices involved. A typical IoT ecosystem comprises edge nodes
(sensors and actuators) with minimal processing capabilities, limited memory footprints,
and strict power constraints, often relying on battery power for extended operational
lifespans. Consequently, deploying computationally intensive cryptographic algorithms,
such as those standard in desktop or server environments, is frequently unfeasible. This
limitation necessitates the development and adoption of specialized encryption standards
and cryptographic protocols that balance robust security guarantees with operational
efficiency.

This chapter explores the landscape of IoT encryption, analyzing the transition from
conventional cryptographic methods to modern, lightweight alternatives. We investigate
the application of symmetric algorithms like the Advanced Encryption Standard (AES)
and asymmetric approaches including Elliptic Curve Cryptography (ECC) and the Rivest-
Shamir-Adleman (RSA) algorithm [2]. Furthermore, we provide an in-depth analysis
of the newly established lightweight cryptography standards, particularly the ASCON
family, finalized by the National Institute of Standards and Technology (NIST) in 2025
[3].
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Figure 1: Simplified block diagram of an IoT encryption architecture, illustrating the re-
lationship between edge devices, encryption modules, key management, and secure trans-

mission protocols.

2. Literature Review

The academic and industrial communities have dedicated substantial effort to addressing
the cryptographic challenges inherent in IoT environments. Early research primarily
focused on adapting existing algorithms to constrained devices, while recent work has
pivoted toward developing entirely new cryptographic primitives designed specifically for

low-resource applications.
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2.1 Symmetric and Asymmetric Cryptography in IoT

Symmetric encryption, which utilizes a single key for both encryption and decryption,
has traditionally been favored in IoT due to its computational efficiency. The Advanced
Encryption Standard (AES) remains the most widely adopted symmetric algorithm glob-
ally [4]. Research by numerous authors has demonstrated that AES, particularly in its
128-bit variant, provides an acceptable balance of security and performance for many
IoT applications, such as Wi-Fi security and mobile app encryption. Other symmetric
algorithms, including Blowfish, have also been explored for their flexibility and minimal
memory requirements. Conversely, older standards like the Data Encryption Standard
(DES) and Triple DES (3DES) have been deprecated due to vulnerabilities to brute-force
attacks and inadequate key lengths [4].

While symmetric encryption excels in data processing speed, it presents significant
challenges in secure key distribution across decentralized IoT networks. Asymmetric
cryptography addresses this by employing a public-private key pair. Historically, the
RSA algorithm has dominated this space. However, as noted in recent comparative eval-
uations, RSA’s reliance on large integer factorization demands substantial computational

resources and memory, making it suboptimal for edge and mist computing devices [2].

2.2 The Shift to Elliptic Curve Cryptography (ECC)

To mitigate the heavy resource demands of RSA, researchers have increasingly advocated
for Elliptic Curve Cryptography (ECC) in IoT environments. ECC provides equivalent
security levels to RSA but with significantly smaller key sizes. For instance, a 256-bit
ECC key offers comparable security to a 3072-bit RSA key. Practical evaluations of RSA
and ECC-based cipher suites in fog and mist computing architectures have consistently
shown that ECC outperforms RSA in both energy consumption and data throughput
[2]. This efficiency makes ECC highly attractive for environments with limited processing

power and battery life.

2.3 Emergence of Lightweight Cryptography

The most significant recent development in IoT security is the formalization of lightweight
cryptography standards. Recognizing that even optimized versions of traditional algo-
rithms are too heavy for the smallest microcontrollers and RFID tags, NIST initiated a
comprehensive process to standardize lightweight cryptographic algorithms [3].

In August 2025, NIST finalized the Ascon-Based Lightweight Cryptography Standards
for Constrained Devices (NIST SP 800-232). The standard is built around the Ascon
family of algorithms, which emerged victorious from the CAESAR competition after years
of rigorous cryptanalysis [3]. The standard includes four variants designed for different

use cases: ASCON-128 AEAD for authenticated encryption, ASCON-Hash 256 for data
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integrity, and ASCON-XOF 128 alongside ASCON-CXOF 128 for flexible and customized
hashing functions. These algorithms are specifically engineered to resist side-channel

attacks while consuming minimal energy, time, and spatial resources [3].
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Figure 2: Timeline illustrating the evolution of encryption standards, highlighting the
recent shift toward specialized lightweight cryptography for IoT applications.

3. Proposed Methodology

To systematically evaluate the efficacy of various encryption standards in an IoT con-
text, this research employs a comprehensive simulation-based methodology. The objec-
tive is to quantify the performance trade-offs between traditional symmetric/asymmetric
algorithms and modern lightweight cryptographic solutions when deployed on resource-

constrained devices.

3.1 Simulation Environment Setup

The evaluation was conducted using a simulated IoT network environment designed to
replicate the constraints of typical edge devices. The simulated hardware profile was
based on an ARM Cortex-M0+ microcontroller, a ubiquitous architecture in modern IoT
sensors and actuators. The specifications included a 48 MHz clock speed, 32 KB of Flash
memory, and 4 KB of RAM|5].These limited computational resources enabled a realistic
assessment of the proposed security models under resource-constrained conditions. The
simulation also considered restrictions related to processing speed, memory consumption,
and energy efficiency. Network traffic was generated to represent both normal device
communication and various malicious activities. Performance metrics such as detection
accuracy, execution time, and memory utilization were carefully measured [6]. This setup

ensured that the evaluated models were suitable for practical deployment in lightweight
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IoT environments.
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Figure 3: Flowchart detailing the research methodology employed for evaluating IoT

encryption algorithms.

3.2 Algorithm Selection

The study evaluated four primary algorithms representing different cryptographic paradigms:
1. AES-128: Representing standard symmetric encryption.
2. AES-256: Representing high-security symmetric encryption.
3. ECC-256: Representing modern, efficient asymmetric cryptography.

4. RSA-2048: Representing traditional, computationally intensive asymmetric cryp-

tography.

Additionally, a comparative analysis of the newly standardized ASCON lightweight

cryptography variants was integrated into the study to provide forward-looking insights.

3.3 Performance Metrics

The evaluation focused on four critical performance metrics that directly impact IoT
device viability:

Encryption Time (Execution Speed): The time required, measured in milliseconds, to
process a standard data payload. This metric is crucial for applications requiring real-time
communication.
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Memory Consumption: The amount of RAM (in Kilobytes) required to execute the
cryptographic operations, including key storage and algorithm state management.

Energy Consumption: The energy expended per operation, measured in millijoules
(mJ). This is arguably the most critical metric for battery-operated devices.

Data Throughput: The rate at which data can be encrypted and transmitted, mea-
sured in Megabits per second (Mbps).

The simulation tested these algorithms across varying payload sizes ranging from 64

bytes to 4096 bytes to observe scaling behavior under different operational loads.

4. Results and Discussions

The simulation results provide a clear empirical basis for selecting appropriate crypto-
graphic standards based on specific IoT device constraints and security requirements.
The findings demonstrate significant disparities in performance across the evaluated al-

gorithms.

4.1 Performance Comparison of Standard Algorithms

Figure 3.4 illustrates the comparative performance of AES-128, AES-256, ECC-256, and
RSA-2048 across the four primary metrics using a standard 256-byte payload.

Encryption Time Memory Consumption
50
45.2
20,0
18
40 175
E 30 3'15‘0
% g 125 12
2 z
T =100
2 20 g 8
75
S5 = &
10 5.0
5.1
2.3 38 25
m o [
0 0.0
AES-128 AES-256 ECC-256 RSA-2048 AES-128 AES-256 ECC-256 RSA-2048
Energy Consumption per Operation 100 Data Throughput
14
12.4 &5
12 80 78
g 10 g
= F-3
2 g % 52
= 8 =
E )
= 5.8 E
2 6 L 2 a0
] 2
= =
w =
a 3.5
22 20 18
2 - -
[1} o
AES-128 AES-256 ECC-256 RSA-2048 AES-128 MES-256 ECC-256 RSA-2048

Figure 4: Simulation results comparing execution time, memory usage, energy consump-

tion, and throughput across standard encryption algorithms on simulated IoT hardware.

The results indicate that symmetric algorithms (AES) generally offer superior execu-

tion speed and throughput compared to asymmetric algorithms. AES-128 required only
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2.3 ms for encryption and achieved a throughput of 85 Mbps, consuming a minimal 3.5
mJ of energy. The transition to AES-256, while doubling the key size and significantly
enhancing security, resulted in a proportional increase in resource consumption (3.8 ms
execution time, 5.8 mJ energy).

However, the most striking contrast is observed between the two asymmetric algo-
rithms. RSA-2048 proved to be highly inefficient for the constrained environment, re-
quiring 45.2 ms for a single encryption operation and consuming 12.4 mJ of energy. Fur-
thermore, its memory footprint of 18 KB consumed nearly half of the simulated device’s
available RAM. In contrast, ECC-256 demonstrated remarkable efficiency for an asym-
metric algorithm. It completed the operation in 5.1 ms, consumed only 2.1 mJ of energy,
and required a mere 6 KB of memory.

These results corroborate recent literature indicating that ECC significantly outper-
forms RSA in constrained environments, offering equivalent or superior security with a

fraction of the computational overhead [2].

4.2 Impact of Payload Size on Encryption Time

To understand how these algorithms scale with data volume, we analyzed encryption time
across varying payload sizes.
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Figure 5: The impact of increasing data payload sizes on the encryption time for different

cryptographic algorithms.

As depicted in Figure 3.5, the symmetric algorithms (AES-128 and AES-256) exhibit
a relatively flat, linear scaling curve, maintaining high efficiency even as payload sizes
approach 4096 bytes. ECC-256 also scales gracefully, maintaining a performance profile
close to that of the symmetric algorithms. Conversely, RSA-2048 demonstrates a steep
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increase in processing time as payload sizes grow, rendering it entirely unsuitable for
transmitting larger datasets, such as aggregated sensor readings or firmware updates,

over constrained IoT networks.

4.3 The Trade-off Between Security and Resource Consumption

A fundamental challenge in IoT architecture is balancing the desired security level with

the available device resources. Figure 3.6 visualizes this trade-off.
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Figure 6: Scatter plot illustrating the trade-off between the cryptographic security level

(in bits) and a composite index of resource consumption.

The ideal algorithms occupy the bottom-right quadrant (High Security, High Effi-
ciency). ECC-256 emerges as the optimal choice among traditional algorithms, provid-
ing 256-bit security with low resource consumption. AES-128 and AES-256 occupy the
high-efficiency space but are constrained by the key management challenges inherent in
symmetric cryptography. The newly introduced ASCON-128 algorithm demonstrates the
lowest resource consumption index, positioning it perfectly for ultra-constrained devices

where even AES or ECC might be too demanding.

4.4 Analysis of Lightweight Cryptography Variants

Given the recent finalization of the NIST lightweight cryptography standard, we con-
ducted a comparative analysis of the four ASCON variants based on their theoretical

performance profiles and intended use cases.
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Figure 7: Comparative analysis of the four ASCON lightweight cryptography variants

standardized by NIST, evaluated across key performance properties.

The ASCON-128 AEAD variant excels in speed and memory efficiency, making it
highly suitable for real-time secure communication in devices like RFID tags and medical
implants [3]. The hashing variants (ASCON-Hash 256, ASCON-XOF 128, and ASCON-
CXOF 128) offer varying degrees of flexibility and security. The CXOF variant, in par-
ticular, provides high flexibility by allowing customized labels to prevent hash collision
attacks, albeit with a slight reduction in raw processing speed compared to the standard
AEAD variant [3].

4.5 Discussion and Architectural Recommendations

Based on the empirical results and literature analysis, several architectural recommenda-

tions emerge for securing loT communications:

1. Deprecate RSA at the Edge: The use of RSA algorithms on constrained edge
devices should be systematically phased out. The energy and memory overheads

are unsustainable for battery-operated nodes.

2. Adopt ECC for Asymmetric Needs: Where public-key infrastructure is re-
quired for key exchange or digital signatures, Elliptic Curve Cryptography should
be the standard. It provides the necessary security guarantees without crippling

device performance.

3. Implement Hybrid Architectures: A robust approach involves using ECC for

initial secure key exchange and authentication, followed by a transition to AES (128
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or 256-bit) for the bulk encryption of data payloads. This hybrid approach leverages

the security of asymmetric cryptography and the speed of symmetric algorithms.

4. Transition to Lightweight Cryptography: For ultra-constrained devices (e.g.,
simple temperature sensors, smart agriculture nodes), organizations should begin
migrating to the newly standardized ASCON family. These algorithms provide
resistance against side-channel attacks—a common vulnerability in physically ac-

cessible IoT devices—while operating within strict energy budgets.

5. Conclusion

Securing the Internet of Things requires a departure from traditional cryptographic paradigms
designed for resource-rich environments. This chapter has explored the landscape of en-
cryption standards and cryptographic protocols tailored for IoT communication. Through
simulation and comparative analysis, we have demonstrated that while symmetric algo-
rithms like AES remain highly efficient for data encryption, the management of symmetric
keys in massive [oT deployments presents significant logistical challenges.

For asymmetric cryptography, the evidence overwhelmingly supports the adoption
of Elliptic Curve Cryptography (ECC) over traditional RSA algorithms. ECC provides
equivalent security with a fraction of the computational, memory, and energy overhead,
making it indispensable for modern fog and mist computing architectures.

Furthermore, the recent finalization of the NIST lightweight cryptography standard,
centered on the ASCON algorithm family, marks a critical milestone in IoT security.
These algorithms provide specialized tools for authenticated encryption and hashing that
are specifically engineered for the most resource-constrained devices, including those vul-
nerable to side-channel attacks.

As ToT ecosystems continue to scale in size and complexity, the implementation of
hybrid cryptographic architectures—combining the efficiency of lightweight symmetric
ciphers for data transmission with the security of ECC for key management—will be
essential. By adopting these optimized standards, developers and engineers can ensure
that the next generation of IoT devices remains both highly secure and operationally

viable.
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